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NAVSUP | NSTRUCTI ON 2300. 3B

Subj: USE OF COMMUNI CATI ON SYSTEMS AND EQUI PMENT

Ref:  (a) SECNAVI NST 2305. 11A
(b) DOD 5500. 7-R

1. Purpose. To provide updated uniform gui dance for the
proper use of conmunication systens and equi pnment throughout
t he Naval Supply Systenms Command (NAVSUP). This revision
clarifies the authority of NAVSUP activity heads to ensure
enpl oyee comuni cations systens use is controlled and
noni t or ed.

2. Cancellation. NAVSUPI NST 2300. 3A.

3. Background. References (a) and (b) prohibit Departnent of
Navy (DON) civilian and mlitary personnel from using
Government services and equi pnent for other than official use
and aut hori zed purposes. Authorized purposes may include
limted personal use of communication systens.

4. Definitions

a. Comunication Systens and Equi pnent. Systens and
equi pnent that transmt voice, data and/or video over a
comuni cation channel including, but not limted to,

Gover nent - owned t el ephones, facsim|e machi nes, pagers,
electronic mail, local and w de-area networks, the Internet
and simlar conmercial systenms when use is paid for by the
Federal Governnent.

b. Oficial Use. Comrunication that is necessary for the
conduct of official business. Oficial use includes energency
comuni cati on and comuni cation that a Departnent of Defense
(DOD) conponent determnes is necessary in the interest of the
Federal CGovernnment. O ficial use may include, when approved
by theater commanders in the interest of norale and wel fare,
comuni cation by mlitary nmenbers and ot her DOD enpl oyees who
are depl oyed for extended period away from hone on offici al
busi ness.

c. Authorized Purposes. Brief conmunication nmade by DOD
enpl oyees while they are traveling on Government business to
notify famly nenbers of official transportation or schedul e
changes. Authorized purposes al so include personal
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communi cation fromthe enployee’s usual workplace that is
reasonably nmade while at the workpl ace.

d. Supervisor. For the purpose of authorizing personal use
not covered by the bl anket authorization contained in this
instruction, or for revoking the blanket authorization, or parts
thereof, the first supervisor who is a conmssioned mlitary
officer or a civilian above GS/GW 11 in the chain of command or
supervi sion of the DOD enpl oyee concer ned.

5. Policy. Wthin NAVSUP the use of communi cation systens and
equi pnrent shall be for official use and authorized purposes only.

a. Blanket authorization is granted for the foll ow ng
personal uses of Governnent communication systens and equi pnment.

(1) Brief comrunication that is nost reasonably nmade from
t he enpl oyee’ s normal workpl ace (such as checking in with spouse
or mnor children, scheduling doctor and auto or honme repair
appoi ntnents; brief Internet searches; e-mail directions to
visiting rel atives);

(2) Receipt of brief e-mail and facsimles, as |long as
a conparable recei pt woul d be acceptable via tel ephone, and the
use is no nore disruptive than a tel ephone call; and

(3) Conducting of job searches, and the preparation of
resunes or enploynment applications in response to Federal
Gover nment downsi zi ng.

b. The above authorization is subject to all of the
foll ow ng conditions:

(1) Whenever possible enpl oyees should |limted personal
communi cation, including Internet use, to authorized break
periods or after-duty hours;

(2) Personal comunication will be infrequent and short;

(3) Direct long distance charges or other fees nmust not
accrue to the Governnment, i.e., enployees nust use toll-free
nunbers, charge any |ong di stance comuni cati ons to personal
credit cards, or reinburse the Governnment for personal charges
upon receipt of the official phone bill. (In general, |ong
di stance personal phone calls should be charged to the Governnent
phone systemonly in energency circunstances; personal credit
cards or toll-free nunbers should be used at all other tines.)

(4) Communi cation that overburdens communi cation systens
or equi pnent is prohibited,

(5) Except as specifically permtted herein conmunica-
tion to solicit or conduct business, advertising or other selling
activities in support of a private business enterprise
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or other non-federal organization, regardl ess of whether for
profit, is not permtted,;

(6) Communi cation nust serve a legitimate public interest;

(7) Any other use that would reflect adversely on DOD
or which is inconpatible with public service (e.g., threatening
or harassing phone calls or electronic nessages; accessing,
storing, processing, displaying, or distributing offensive,
obscene, sexually explicit or pornographic material, or hate
l[iterature; unauthorized fundraising, ganbling or simlar activities;
partisan political activity, political or religious |obbying or
advocacy), or any other use that violates statute or regulation is
not aut hori zed;

(8) Frequent or systematic attenpts to access prohibited (A
internet sites or tel ephone nunbers is prohibited;

(9) Enpl oyees who access Federal Government conmuni cation
systens and equi pnment or conmuni cation systens and equi pnent paid
for by the Governnent, do so with the understanding that such use
i's neither secure nor anonynous, with no expectation of privacy.
Al'l use, regardl ess of whether official or authorized, is subject
to monitoring. Furthernore, communication on Gover nnent
comruni cati on systens and equi pnent may constitute Federal
records wthin the neaning of the Federal Records Act and may be
obt ai nabl e under the Freedom of Information Act;

(10) Any requests to use Federal Governnment conmuni cation
systens that are not covered under this bl anket authorization
Wl be determ ned on a case-by-case basis by the supervisor and,
except when clearly inpracticable in renote |ocations, the
organi zation’s Ethics Counsel or;

(11) Supervisors are responsible for ensuring the above
l[imtations are adhered to;

(12) Supervisors may revoke this authorization, or parts
t hereof, for any perceived m suse; and

(13) Abuse of this privilege can serve as the basis of
a disciplinary action up to and including renoval from Federa
Government service for civilian enpl oyees and puni shnment under
the Uniform Code of Mlitary Justice for mlitary nenbers.

6. Communi cations Mnitoring and Control. NAVSUP activity (R
heads wi Il ensure the establishnent of systematic progranms to
nmoni tor conmuni cati ons systens use for conpliance with the
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af orenenti oned requirenments. Such prograns wll be augnented with
procedures and processes that both [imt opportunities for
unaut hori zed use and detect such use after its occurrence.

a. Activity heads will ensure that nonitoring is conducted with
a frequency sufficient to constitute a credible deterrent to
unaut hori zed communi cati ons systens use. Were comruni cations
services such as electronic nmail hub operations or Internet access
are provided by external organizations, nonitoring shall be ensured
t hrough the provisions of service |evel agreenents, nenoranduns of
under standi ng or contractual arrangenents. Both the designation of
content warranting detection and ensuring the systematic review of
comruni cations records, such as access logs and audit trails, are
Command responsibilities that cannot be del egated or divested to any
external service provider.

b. Controls will preclude access to Internet sites bearing
content for which any degree of use would be inconsistent with
the requirenents of paragraph 5 of this instruction. Activities
wi |l also prohibit other comunications use deened excessi ve,
unduly detrinmental to productivity, or otherw se inconpatible
wWith activity mssion requirenments. Activity managenent is
authorized to designate Internet sites to which access is
prohi bited, or conversely, to limt Internet access to only a
specific range of predeterm ned sites neeting nanagenent
approval. Access controls may al so i nclude precluding access to
specific tel ephone nunbers and inposing reasonabl e restrictions
on the tinmes of day or duration of any comruni cations systens
use.

c. Particular enphasis wll be placed on prevention and
detection of the uses prohibited in paragraph 5.b.7, using
commercially available software or other neans to continuously
and systematically detect and bl ock the transm ssion of nessages,
and access to Internet sites, bearing inappropriate content.
Werever feasible, electronic mail conmunications detected as
i ncludi ng i nappropriate content will be precluded fromdelivery
to their intended recipient(s). Such nondelivery, however, wl|
not dimnish the responsibility of activity managenent to
undert ake what ever disciplinary action would have been
appropriate had delivery occurred. Simlarly, frequent or
systematic attenpts to access prohibited Internet sites or
t el ephone nunbers will warrant disciplinary action
notw t hstanding the fact that access has been unsuccessful.

7. Requests for Information. Al nmedia and public inquiries for
i nformati on received through the Internet or any other

communi cation systemw || be forwarded to the organization’s
Public Affairs Ofice and all Freedom of |nformation Act
inquiries will be forwarded to the organi zation’ s Freedom of

| nfformati on and Privacy Program O fice.
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8. Effective Date. This instruction is effective immedi ately.
Addr essees shall provide copies of internal dissem nating
gui dance to NAVSUP (Code 06) within 30 days.

JEFFERY G ORNER
Executi ve Director

Di stribution:
FKM X-32 (NAVSUP O fices and Directorates)

Copy to:
NAVSUP 35C (3 copies); 91; 93; 091; NAVICP Mail Room M)852
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